IIpunosu, Onn. mar. Tex. naykn, MAHY, XXVII-XXVIII, 1-2 (2006-2007), ctp. 41-53
Contributions, Sec. Math. Tech. Sci., MANU, XXVII-XXVIII, 1-2 (2006-2007), pp. 41-53
ISSN 0351-3246

UDC: 512.54

QUASIGROUP STRING PROCESSING: PART 4
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A bstract: Given a finite alphabet A and a quasigroup
operation * on the set A, in earlier paper of ours we have
defined the quasigroup transformation F : AT — AT, where
AT is the set of all finite strings with letters from A. Here
we present several generalizations of the transformation F
and we consider the conditions under which the transformed
strings have uniform distributions of n-tuples of letters of A.
The obtained results can be applied in cryptography, coding
theory, defining and improving pseudo random generators,
and so on.
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1. PRELIMINARIES

The quasigroup string transformations F and D, and their prop-
erties, were considered in several papers ([3], [4], [5], [6], [7]). Here we
give generalizations of the transformation £ and we investigate conditions
under which the string obtained by such generalized transformations have
uniform distributions of n-tuples of letters. The needed definitions used in
this paper can be found in the above-cited papers and in [1], [2]. Here we
give some of them for matter of completeness.

A quasigroup (@, *) is a groupoid (i.e. algebra with one binary
operation * on the set Q) satisfying the law:

Vu,v e Q) 3Bz, y € Q) (zxu=v & uxy=0) (1)
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In fact, (1) says that a groupoid (Q, ) is a quasigroup if and only if
the equations x *u = v and u*y = v have unique solutions x and y for each
given u,v € Q. It is usual the solutions z and y to be denoted by z = v/u
and y = u \ v. In such a way two new operations / (a right division) and
\ (a left division) are defined on the set @, and then also (@, /) and (@, )
are quasigroups.

We define a quasigroup string transformation E as follows.

Let A = {1,...,s} be an alphabet (s > 2) and denote by AT =
{z1...2x] x € A, k > 1} the set of all finite strings over A. Note
that AT = U (AF| k > 1), where A% = {x1...24| 2; € A}. Let * be a
quasigroup operation on the set A and take a fixed element [ € A, called a
leader. Define a transformation E = Ej, : AT — AT as follows.

y1 = lx*xux,
Yi+1 = Yi * Tit1, izla"'7k_1a
(2)
where z;,y; € A. We say that the string z ...z is an input message, while
Y1 - - - Yg is the output message of F.

E(xl...:vk):yl...yk<:>{

Using the transformation F, in Section 2 we prove that an input
message with uniformly distributed n-tuples of letters is transformed to
output message with uniformly distributed n + 1-tuples of letters. So,
starting with an input message where the distribution of the letters is uni-
form, after one application of an F-transformation an output message with
uniformly distributed pairs of letters will be obtained. Applying again
an FE-transformation on the output, the new output will have uniformly
distributed triplets of letters. That way, after n applications of the F-
transformation, we can obtain a message with uniformly distributed n 4+ 1-
tuples of letters. By using Markov chains it was shown in the paper [4]
that, after applying an E-transformation on arbitrary input message, an
output message with uniformly distributed letters is obtained.

Generalizations of the transformation E are given in Section 3. It
is shown that for the generalized transformations the following holds: if an
input message has uniformly distributed n-tuples of letters, then the output
message has uniformly distributed n + d-tuples of letters for 1 < d < mn. We
made several experiments that support our results, and they are presented
in Section 4. Possible applications of our results are discussed in Section 5.
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2. UNIFORMITY OBTAINED BY E-TRANSFORMATION

Let the alphabet A be as above. A randomly chosen element of the
set AF can be considered as a random vector (X1, Xo, ..., X}), where A is
the range of X;, i =1,..., k. We consider these vectors as input messages.
The transformation E = Ej, : AT — A" can be applied on random vectors
as

Y1 = [x*Xy,
Y;Jrl = }/i*XiJrl’ (Z:ka_l)
(3)
Let (X7, X2,...,X4) be an input message such that, for any fixed
1 <n < aand for each 0 < t < o — n, the vectors (X1, Xpyo, ..., Xean)
are uniformly distributed on the set {1,2,...,s}", i.e.

(Xt+17 Xt-i—?, B Xt+n) ~ U({]-a 25 e 7S}n);

in other words, let the n-tuples in the input messages be uniformly dis-
tributed. As a consequence, note that k-tuples of the input messages
will be also uniformly distributed for each k < n, ie. (Xy41, Xiyo,...
vy Xew) ~ U({1,2,...,8¥%), t = 0,1,.... Hence, for k = 1 we have
that X;41 ~U({1,2,...,s}), for each ¢t >0, i.e., the letters are uniformly
distributed too.

Let (Y1,Ys,...,Y,) be a random vector obtained from the vector
(X1,Xo, ..., X,) by an E-transformation of kind (3). According to the
definition of (3), ¥; is independent of the random variables Xy 11, Xiyo,...,
for each t > 1.

Proposition 1 Y; ~U({1,2,...,s}) for each t > 1.

Proof Fort=1, X; ~U({1,2,...,s}) implies

1
P{Yi=i}=P{i+Xi =i} =P{X;=1\i}=~, i=12,..,s
s
This means that Y7 ~ U({1,2,...,s}). We proceed by induction,
and let suppose that Y, ~ U({1,2,...,s}). Using the equations (3), total
probability theorem and the independence of Y, and X,11 we compute the
distribution of Y, as follows.
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P{YrJrl:i} = P{Y;"*Xr+1:7;}:ZP{YVr*Xr+1:i,Yr:k}
k=1
= Y Plkx X =i Y, =k} =Y P(Xop =k\iY, =k}
k=1 k=1
- ES:P{Xm:k\i}p{yT:k}:il.l:1
s s s
k=1 k=1
fori=1,2,...,s. O

The Proposition 1 can be generalized as follows.

Theorem 1 Let (X1,Xs,...,X,) be a given random vector such that
(X1, Xeg2, oo, Xipgn) ~U({1,2,...,5}") for each t > 0 and for fized n >
1. If (Y1,Ya,...,Y,) is a random vector obtained by E-transformation of the
vector (X1,Xo,...,Xa), then (Yiz1,Yito, .oy Yiem) ~ U({L,2,...,s}™)
for each m <n+1 and each t > 0.

Proof Let m < n + 1 be a fixed positive integer. We will find the
distribution of the vector (Y41, Yo, ..., Yiyn,) for arbitrary t.

P{Yi11 = yer1, Yir2 = Yeg2, - Yiem = Yitm )
=P{Yii1 =y 1, Yipr * Xeg2 = Ue2s oo Yigme1 * Xepm = Yeym)
= P{Yii1 =y 1, Yer1 % Xew2 = Yer2s - Yerm—1 * Xevm = Yerm )
= P{Yii1 = yer1, Xevo2 = Yot \ Yer2s - o Xetm = Yerm—1 \ Yerm}
= P{Yi1 = v} P{ X2 = yer1 \ U2, - -+ Xevm = Yerm—1 \ Yerm )

The last equality is obtained by using that Y;;; is independent of the
vector (X¢to,..., Xerm). Since m < n + 1, the vector (Xi¢q9,..., Xttm)
is uniformly distributed to the set {1,2,...,s}™"!. Applying this to the
previous expression, we obtain that

1 1 1
P{Yir1 = yer1, Yer2 = Yer2, o, Yebm = Ytam} = P e
This means that for each m < n+1, the vectors (Yi41, Yi42,. .., Yiim) have
uniform distribution on the set {1,2,...,s}™. O

Remark 1 Note that for m > n+1 the distribution of the vector (X; 4o, ...
..., X¢4m) is not known, so we cannot determine exactly the distribution of

the random vector (Y;41,Yit2,. .., Yitm) (which generally is not uniform).
We will discuss in Section 3 about the upper bounds of the distribution of
the random vector (Y1, Yiyo, ..., Yitm)-
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Remark 2 Let consider the transformation F; : AT — AT defined by

Y1 = X 1% l y
Yisrn = XY, (i=1,...,k-1)
(4)
In the same way as Theorem 1 we can prove Theorem 1’, where the trans-
formation F is replaced by the transformation Fj.

3. GENERALIZED E-TRANSFORMATIONS

The transformation E defined in (3) is not the only one that can
be used as quasigroup string transformation. Here we will consider some
other kind of transformations that generalize the transformation E. We will
show that they give uniform distribution of higher level than E. Namely,
we define a transformation G4 with following property: after applying G4
on an input string with uniformly distributed n-tuples we obtain an output
string with uniform distribution of n + d -tuples, where d < n.

Let A be as before and let define the transformation G = Gy :
AT — AT as follows. Take fixed leaders I1,ls,...,lg € A, where d is a
positive integer. Then:

Yi = ll*(lg*(*(ld_l*(ld*Xl))))

— Yd = g (Y1 * ( cek (Yd,Q * (Yd,1 * Xd)) R )) (5)
Yd+1 = H*(}/&*(*(Yd*Xd-l—l)))
Yk = Yk—d * (Yk—d+1 * ( s X (Yk—l * Xk) ce ))

Proposition 2 Letd <nand (Xeg1, Xet2,. .., Xe4n) ~U({1,2,...,5}").
Then (Yigt,Yigo,...,Yirq) ~U{1,2,...,5}%), for arbitrary t > 0.
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Proof The distribution of the vector (Yi4+1,Yit2,...,Yirq) for t = 0 is
the following.

P{}/].:yla ey Yd:yd}'
:P{ll*(~-~*(ld*X1)...):yl, ey ld*(Yl*("'*(Yd—l*Xd)-~-)):yd}
=P{lix(-x{gxX1)...)=wy1, ooy lax(yr % (- % (Ya—1 * Xg)...)) = ya}
:]:{{Xlzfl, ooy Xg=w4}
:s—d,

where 2 is the solution of the quasigroup equation Iy * (- - % (lg—1 * (I *
7)) = y1, Le. 21 =1g\ (la—1 \ (-~ \ (1 \ y1))), and so on, x4 = Y41\
(Ya—2\ (- \ (w1 \ (la \ a))))-
We proceed by induction. Suppose that
(Yig1,.. . Yiga) ~U({1,2,...,5}9)

for each t < r—1. Now, the distribution of the vector (Y, 41,..., ..., Y, 1q)
is the following.

P{Yri1 =Yrs1,- - Yord = Yrid)
:P{n7d+1 *(*(}/;*XT+1)) = Yr4+1y---

e Yok (x (Yogaor * Xpd) -0 ) = Yrga)

S

Z P{Yr—d+1*("'*(Y;“*Xr—}-l)u-):yr+17~--
kl,...,k‘dzl

Yok (ox (Yepam1 * Xoga) -0 ) = Urteds Yo—d1 = K1y oo, Y = ka}

> Pllyw (o (hax Xos1) o) = Yrsn, -
k?17...,]<)d:1

conkax (g1 * (o F Wrpa—1 * Xogd) - -2)) = Yrads Yo—agr = ka1, .., Yo = kal

S

§ P{XrJrl = Tr41y--- aX’r+d = Tr+d, Yvr7d+1 =ky,..., Y, = kd}7
k1,...,kqa=1

where z; are the solutions of the corresponding quasigroup equations.
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Note that the vectors (X,41,...,Xr+q) and (Yr—g41,...,Y;) are
independent; namely, by the definition (5) of the transformation G' we

have that the random variable Y; depends only on the random variables
X1,...,X;. Therefore, we have

P{Y, 11 = Yrilreoos Yiid = Yrid}
= Z P{X,1 =211, . Xoya = a} P{Yr—ay1 = k1,..., Yo = ka}

k‘l,...,k:dzl
> 1 1 1
= 2 aa
kl,...,k’dzl
which means that (Yiy1,Yiro,...,Yia) ~U({1,2,...,5}9). O

Theorem 2 Let (X1,Xs,...,X,) be a given random vector such that
(Xir1, Xy, oo oy, Xen) ~U({1,2,...,5}™) for each t > 0 and for fized n >
1. If (Y1,Ya,...,Y,) is a random vector obtained by G q-transformation of
the vector (X1, Xa, ..., Xqa), then (Yit1,Yito, .., Yigm) ~U({1,2,...,s}™)
for each m <n+d and each t > 0.

Proof The theorem is true for m < d by Proposition 2. Let fix an
integer m, d < m < n + d. We find the distribution of the vector

(Yit1,Yiyo, ..., Yiim), for arbitrary ¢, as follows.
P{Yit1 = vtt1,- -+, Yitd = Yttrd, Yerd+1 = Ytrdt1s - > Yitm = Yetm )
= P{Yis1 =Yt+1, s Yerd = Yerds Yer1 % (% (Yepa * Xerar1) -0 ) = Yevdrts - -

corsYeimea® (% (Yegm—1 * Xeqm) ) = Ytm )
= P{Yit1 = Yes1s -5 Yird = Yerds Yot * (o % (Yerd * Xevdr1) o) = Yerdats -
o Yem—d * (0 F (Yeam—1 % Xegm) o) = Yem }
= P{Yi+1 = Yi+1:- - » Yitd = Yi+d> Xitd+1 = Titdt1s-- > Xitm = Tem |

where x; are the solutions of the corresponding quasigroup equations (i.e.

Tvdr1 = Yerd \ Yerd—1 \ (- \ (W41 \ Yerds1) - --)), and so on.)
Since the vectors (X¢1 g1, - .-, Xe+m) and (Yigq, ..., Yiyq) are inde-
pendent, we have

P{Yir1 =Yir1,- - Yeom = Yeam}
= P{Yit1 = Yt+1,- -+ Yird = Yerad ) P{ Xt 111 = Tegat1s s Xegbm = Tipm )
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Now, since m — d < n, the vector (X¢1g41,-.., Xt+m) is uniformly
distributed on the set {1,2,...,s}™ % Then, by Proposition 2, we have

1 1 1
P{Yit1 = Yei15- - Yigm = Yem} = sd = gm—d - gm’
O
The distributions of the vectors (Y41, ..., Yi+m) must not be uni-

form in the case m > n + d. By the next theorem, it can be seen that the
distribution of the m-tuples is becoming closer to the uniform distribution
with increasing of d (d < m —n).

Theorem 3 Let (Xi1,Xs,...,Xa) be a given random vector such that

(X1, Xego, ooy Xpgn) ~ U({L,2,...,8}") for each t > 0 and for fized

n>1. If (Y1,Ya,...,Y,) is a random vector obtained by Gg-transformation

of the vector (X1, Xa,...,X,), then all probabilities in the distribution of
1

the vectors (Yis1, Yeqgo, ..o -.. , Yirm) are upper bounded by rd for each

m >n—+d and each t > 0.

Proof We have

P{Yt+1 =Yt+1y.- -, Yn+d = Yn+d, Yn+d+1 = Yn+d+1y--- Yigm = yt+m}
= P{Yt+1 =Ytil,-- s Ynid = Z/n+d}><
XP{Yn+d+1 = Yn+d+1; - - - 7Y;‘+m - yt+m| Y;H—l = Yt+1y--- )Yn-l—d = yn+d}

By Theorem 2, for m = n+d, we have P{Y;41 = Y141, -, Yntd = Yn+d} =
1/Sn+d. On the other hand, P{Yn+d+1 = Yn+d+1y--- 7}/t+m = yt+m| }/t+1 =
Ytrls > Ynied = Ynya) < 1.

The transformation G4 is not the unique possible generalization of
the E-transformation. We can change the way of application of the quasi-
group operation * and we can obtain several other kind of transformations.
As an example, for d = 3 we can use the following applications of the
operation * (altogether, there are 120 different forms):

Yy =Y1 % (Yax (Y3 xXy)) - this was used for definition of G5 as in (5);
Yi=Yix (Yax (Yox X)) Ya= Yo (Vi *(Ys* Xa));
n:YQ*(}%*(YI*X4))7 }/4:Y3>I<(Y1*(YYQ*X4)),
Yi=Y1x(Yox(XgxY3)); Yi=Yx(Ys3x(XyxY2)); and soon.
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For arbitrary d, we can choose any bracketing and we can place the
variables Yi,...,Y; and X441 in arbitrary order. By using the obtained
form we can define a transformation T : AT — AT in the same way as
(5). Then we can state and proof theorems like Theorem 2 and Theorem 3;
namely, as one can notice, the proof of Theorem 2 depends strongly on the
possibilities a quasigroup equation with one unknown to be solved.

4. EXPERIMENTAL RESULTS

We made many experiments in order to check our theoretical re-
sults. Here we give an example. We have randomly chosen a string with
1,000,000 letters of the alphabet A = {1,2, 3,4} with only letters uniformly
distributed. A G4 transformation was defined by using the quasigroup (6).

|1 2 3 4
112 1 3 4
213 4 2 1 (6)
311 3 4 2
414 2 1 3
We took leaders lp = 1,11 =1,..., I3 =1.

Figure 1. The distribution of the pairs in the input message and the output
message for d = 1
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Figure 2. The distribution of the triplets in input message and output messages
ford=1and d =2

0. 007

50 100 150 200 250

Figure 3. The distribution of the 4-tuples in output messages strings for d = 1,
d=2and d=3
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The distributions of pairs in the input message and output message
for d = 1 are presented on the Figure 1. The distributions of triplets
in input message and output messages for d = 1,2 are presented on the
Figure 2 and the distributions of 4-tuples for d = 1,2, 3 are presented on
the Figure 3.

We can see on Figure 1 that, for d = 1, the pairs are uniformly
distributed. Also, we can see on Figure 2 that the distribution of the
triplets for d = 1 is closer to the uniform distribution than the distribution
of triplets in the input message (which is in correlation with Theorem 3).
The same is true for the 4-tuples (Figure 3).

5. CONCLUSION

We show in this paper that quasigroup transformations can be ap-
plied for improving the uniformly distributed strings, in the sense that from
strings with uniformly distributed n-tuples it can be obtained strings with
uniformly distributed n + d-tuples (d > 1). The results can be applied in
cryptography and coding theory for:

- improving the existing and defining new kinds of pseudo random
number (and sequence) generators [11];

- defining primitives for hash functions [8], [9];

- defining primitives for stream cipher [7];

- design of random codes [10];
and many others.
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Pesuwme

KBASUTPYIIHN TPAHC®OPMAIIUM HA HN3NM: NEJI 4

3a namena a3byka A u kBasurpymsa TpaHchopManuja * Ha MHOMK-
ecTBOTO A, BO HAI IPETXOJIEH TPYH, € AeGUHUpaHA KBA3UTPYTHA TPaHCHOP-
vamuja E 0 AT — AT kame AT e MHOMecTBOTO 01 CHTe HEMPA3HU KOHEUHM
mmsu Hanm A. Bo oBoj Tpyn, ce mameHM HEKOJKY reHepaJuzanmuy Ha [ u
ce pasryemyBaaT yCJOBUATE MPU KOM TPAHCPOPMUPAHUTE HU3U MMAAT DPaM-
HOMEpHa pacmpeneinba Ha N-Topku on Oyksu on A. JlobuenuTe pesynaraTu
MOK€e Jla Cce TPUMEHAT BO KpUITOrpauja, Teopuja Ha KOAUPAme, NepUHU-
pame u nonobpyBame Ha TeHepATOPU Ha ICEBIO-CAyJYajHu OPOEBU UTH.

Kayusu 300poBu: kBasurpyna, KBa3surpymnHa TpaHChOpMAIUja HA
HU3U, PAMHOMEpHA pacupenenda
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